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Ten years of BSD history

by Marshall Kirk McKusick

Ken Thompson and Dennis Ritchie presented the first UNIX
paper at the Symposium on Operating Systems Principles at Pur-
due University in November, 1973. Professor Bob Fabry was in
attendance and immediately became interested in obtaining a
copy of the system to experiment with at Berkeley.

At the time, Berkeley had only large mainframe computer
systems doing batch processing, so the first order of business was
to get a PDP-11/45 suitable for running the then current Version
4 of UNIX. The Computer Science Department, together with the
Mathematics Department and the Statistics Department were able
to jointly purchase a PDP-11/45. In January. 1974, a Version 4
tape was delivered and UNIX was installed by graduate student
Keith Standiford.

Although Ken Thompson was not involved in the installation
— as he had been for most systems up to that time — his exper-
tise was soon needed to determnine the cause of several strange
system crashes. Because Berkeley had only a 300 baud acoustic-
coupled modem without auto answer capability, Thompson would
call Standiford in the machine recom and have him insert the
phone into the modem: in this way Thompson was able to remote-
ly debug crash dumps from New Jersey.







ft { X‘ Eﬂ l BERKELEY ODYSSEY

Many of the crashes were
caused by the disk controller's
inability to reliably do overlapped
seeks. contrary to the documenta-
tion. Berkeley's 11/45 was among
the first systems that Thompson
had encountered that had two
disks on the same controller!
Thempson's remote debugging
was the first example of the
cooperation that sprang up be-
tween Berkeley and Bell Labs. The
willingness of the researchers at
the Labs to share their work with
Berkeley was instrumental in the
rapid improvement of the software
available at Berkeley.

Though UNIX was soon
reliably up and running. the coa-
lition of Computer Science,
Mathematics. and Statistics began
to run into problems: Math and
Statistics wanted to run DEC's
RSTS system. After much debate.
a compromise was reached in
which each department would get
an eight-hour shift: UNIX would
run for eight hours followed by 16
hours of RSTS. To promote
fairness, the time slices were
rotated each day. Thus UNIX ran
8 am to 4 pm one day. 4 pm to
midnight the next day, and mid-
night to 8 am the third day.
Despite the bizarre schedule,
students taking the Operating
Systems course preferred to do
their projects on UNIX rather than
on the batch machine.

Proflessors Eugene Wong and
Michael Stonebraker were both
stymied by the confinements of
the batch environment. so their
Ingres database project was
among the first groups to move
from the batch machines to the in-
teractive environment provided
by UNIX. They quickly found the
shortage of machine time and the
odd hours on the 11/45 in-
tolerable. so in the Spring of 1974.
they purchased an 11/40 running
the newly available Version 5.
With their first distribution of In-
gresin the Fall of 1974. the Ingres
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project became the first group in
the Computer Science department
to distribute its software. Several
hundred Ingres tapes were
shipped over the next six vears,
helping to establish Berkeley's
reputation for designing and
building real systems.

Even with the departure of
the Ingres project from the 11/45.
there was still insufficient time

Arriving in the Fall
of 1975 were two
unnoticed graduate
students, Bill Joy
and Chuck Haley.

available for the remaining stu-
dents. To alleviate the shortage.
Professors Michael Stonebraker
and Bob Fabry set out in June.
1974. to get two instructional
11/45s for the Computer Science
department’s own use. Early in
1975. the money was cbtained. At
nearly the same time DEC an-
nounced the 11/70. a machine
that appeared to be much superior
to the 11/45. Money for the two
11/45s was pooled to buy a single
11/70 that arrived in the Fall of
1975. Coincident with the arrival
of the 11/70. Ken Thompson
decided to take a one-year sab-
batical as a visiting professor at
his alma mater. Thompson,
together with Jeff Schriebman
and Bob Kridle. brought up the
latest UNIX, Version 6, on the
newly installed 11/70.

Also arriving in the Fall of
1975, were two unnoticed
graduate students, Bill Joy and
Chuck Haley: they both took an

immediate interest in the new
system. Initially they began work-
ing on a Pascal system that
Thompson had hacked together
while hanging around the 11/70
machine rcom. They expanded
and improved the interpreter
system to the point that it became
the programming system of
choice for students because of its
excellent error recovery scheme
and fast compile and execute
time.

With the replacement of
Model 33 teletypes by ADM-3
screen terminals. Joy and Haley
began to feel stymied by the con-
straints of the ed editor. Working
from an editor named em that
they had obtained from Professor
George Coulouris at Queen Mary's
College in London, they worked to
produce the line-at-a-time editor
ex.

With Ken Thompson’'s depar-
ture at the end of the Summer of
1976, Joy and Haley begin to take
an interest in exploring the inter-
nals of the UNIX kernel. Under
Schriebman's watchful eve, they
first installed the fixes and im-
provements provided on the *fif-
ty changes” tape from Bell Labs.
Having learned to maneuver
through the source code, they sug-
gested several small enhance-
ments to streamline certain kernel
bottlenecks.

FIRST DISTRIBUTION

Meanwhile, interest in the er-
ror recovery work in the Pascal
compiler brought in requests for
copies of the system. Early in
1977, Joy put together the
"“Berkeley Software Distribution’,
This first distribution included the
Pascal system and — in an
obscure subdirectory of the Pascal
source — the editor ex. Over the
next year, Joy, acting in_the
capacity of distribution secretary,
sent out about 30 free copies of the
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ADM-3a terminals offering screen-
addressable cursors. Joy was
finally able to write vi, bringing
screen-based editing to Berkeley.
He soon found himself in a quan-
dary. As is frequently the case in
universities strapped for money,
old equipment is never replaced
all at once. Rather than support
code for optimizing the updating
of several different terminals, he
decided to consolidate the screen
management by using a small
interpreter to redraw the screen.
This interpreter was driven by a
description of the terminal char-
acteristics, thus spawning the
now famous termcap.

By mid-1978, the software
distribution clearly needed to be
updated. The Pascal system had
been made markedly more robust
through feedback ffom its expand-
ing user _community, and_had
_been split into two passes so that
it ‘could be run on PDPF-11/34s.
The resuit of the update was the
"“Second Berkeley Software
Distribution™ that was quickly
shortened to 2 BSD. Along with
the enhanced Pascal system, vi
and termcap for several terminals
was included. Once again, Bill Joy
single-handedly put together
distributions, answered the
phone, and incorporated user
feedback into the system. Over the
next year, nearly 75 tapes were
shipped. Though Joy moved on to
other projects the following year,
the 2 BSD distribution continued
to expand. Today the latest ver-
sion of this distribution, 2.9 BSD,
is a complete system for PDP-11s.

VAX UNIX

Early in 1978, Professor
Richard Fateman began loocking
for a machine with a larger ad-
dress space that he could use to
continue his work on Macsyma
that had started on a PDP-10. The
newly announced VAX-11/780
seemed to fulfill the requirements
and was avalilable within budget.
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Fateman and 13 other facuilty
members put together an NSF
proposal that they combined with
some departmental funds to pur-
chase a VAX.

Inidally the VAX ran DEC's
operating system VMS. but the
department had gotten used to the
UNIX environment and wanted to
continue using it. So, shortly after

Initially the VAX
ran DEC’s
operating system
VMS, but the
department had
gotten used to the
UNIX environment
and wanted to
continue using it.

the arrival of the VAX, Fateman
obtained a copy of the 32/V port of
UNIX to the VAX by John Reiser
and Tom London of Bell Labs.
Although 32/V provided a
Version 7 UNIX environment on
the VAX, it did not take advantage
of the virtual memory capability of
the VAX hardware. Like its
predecessors on the PDP-11, it
was entirely a swap-based system.
For the Macsyma group at
Berkeley, the lack of virtual
memory meant that the process
address space was limited by the
size of the physical memory,
{nitially 1 MB on the new VAX.
To alleviate this problem,
Fateman approached Professor
Domenico Ferrari, a member of
the systems faculty at Berkeley,
to investigate the possibility of

having his group write a virtual
memory system for UNIX. Ozalp
Babaogiu, cne of Ferrari's stu-
dents, set about to find some way
of implementing a working set
paging system on the VAX; his
task was complicated because the
VAX lacked reference bits.

As Babaoglu neared the com-
pletion of his first cut at an im-
plementation, he approached Bill
Joy for some help in understand-
ing the intricacies of the UNIX
kernel. Intrigued by Babaoglu's
approach. Joy joined in helping to
integrate the code into 32/V and
then with the ensuing debugging.

Unfortunately. Berkeley had
only a single VAX for both system
development and general produc-
tion use. Thus for several weeks,
the tolerant user community alter-
nately found themselves logging
into 32/V and *"Virtual VAX/
UNIX". Often their work on the
latter system would come to an
abrupt halt, followed several
minutes later by a 32/V login
prompt. By January of 1979, most
of the bugs had been worked out.
and 32/V had been relegated to
history.

Joy saw that the 32-bit VAX
would soon obsolete the 186-bit
PDP-11 and began to port the 2
BSD software to the VAX. While
Peter Kessler and I ported the
Pascal system, Joy ported the
editors ex and vi, the C shell, and
the myriad other smaller pro-
grams on 2 BSD. By the end of
1979, a complete distribution had
been put together. This distribu-
tion included the virtual memeory
kemel, the standard 32/V utilities,
and the additions from 2 BSD. In
December, 1979, Joy shipped the
first of nearly a hundred copies of
3 BSD, the first VAX distribution
from Berkeley.

DARPA SUPPORT

Meanwhile, in the offices of
the planners for the Defense Ad-
vanced Research Projects Agency,
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DARPA, discussions were being
held that would have a major in-
fluence on the work at Berkeley.
One of DARPA’s early successes
had been to set up a nationwide
computer network to link together
all its major research centers. At

that time. DARPAwas finding that

many of the computers at these:

centers were reaching the end of
their useful lifetime and had to be
replaced. The heaviest cost of
replacermnent was the porting of the
research software to the new
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Without SoftShell,
learning to live with UNIX"
could be a real trap.

SoftShell is a convenient interface which guides you gracefully
through UNIX. If you're new to UNIX, or have the task of training
new users, SoftShell simplifies its complexity. If you're already a
UNIX fan, you'll Jove SoftShell because it augments your system.
You'll find yourself further exploring the great depth and ver-
satility of UNIX. Available for UNIX System-¥, Berkeley 4.2 and
IBM's PC/IX, SoftShell is an invaluable tool for users at all levels

of expertise. For information, contact Logical Software, Inc.,
17 Mount Auburn Street, Cambridge, MA 02138, (617) 864-0137.

UNIX is a trademark of ATAT Ball Laboratories.
L
&5 Logical Software Inc.
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machines. In addition. many sites
were unable to share their soft-
ware because of the diversity of
hardware and operating systems.

Choosing a single hardware
vendor was impractical because of
the widely varying computing
needs of the research groups and
the undesirability of depending on
a single manufacturer. Thus, the
planners at DARPA decided that
the best solution was to unify at
the operating systems level. After
much discussion, UNIX was
chosen as a standard because of
its proven portability.

In the Fall of 1979, Bob Fabry
responded to DARPA’s interest in
moving towards UNIX by writing
a proposal suggesting that
Berkeley develop an enhanced
version of 3 BSD for the use of the
DARPA cemmunity. Fabry took a
copy of his proposal to a meeting
of DARPA image processing and
VLSI contractors, plus represen-
tatives from Bolt, Beranek, and
Newman, the developers of the
ARPAnet. There was some reser-
vation whether Berkeley could
proeduce a working system,
but the release of 3 BSD in Decem-
ber. 1979, assuaged most of the
doubts.

With the increasingly good
reputation of the 3 BSD release to
validate his claims, Bob Fabry was
able toland an 18-month contract
with DARPA beginning in April,
1980. This contract was to add
features needed by the DARPA
contractors. He immediately hired
Laura Tong to handle the project
administration. With the negotia-
tions for the contract on track,
Fabry turned his attention to find-
ing a project leader to manage the
software development. Fabry had
assumed that since Joy had just
passed his Ph.D. qualifying ex-
amination, he would rather con-
centrate on completing his degree
than assume the software develop-
ment position. But Joy had other
plans. One night in early March he
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phoned Fabry at home to express
interest in taking charge of the fur-
ther development of UNIX.
Though surprised by the offer,
Fabry took little time to agree.

The project started promptiy.
Tong set up a distribution systemn
that could handle a higher volume
of orders than Joy's previous
distributions. Fabry managed to
coordinate with Bob Guffy at
AT&T. and lawyers at the Uni-
versity of California to formally
release UNIX under terms agree-
able to all. Joy incorporated Jim
Kulp's job control, added auto
reboot. a 1K block file system. and
support for the latest VAX
machine. the VAX-11/750. By
October, 1980, a polished distribu-
tion that also included the Pascal
compiler, the Franz Lisp system,
and an enhanced mail handling
system was released as 4 BSD.
During its nine-month lifetime,
nearly 150 copies were shipped.
The license arrangement was_on
a per institution basis rather than
a per machine basis, thus the

_distribution _ran on about 500
machines.

With' the increasingly wide
distribution and visibility of
Berkeley UNIX. several critics
began to emerge. David Kashtan
at Stanford Research Institute
wrote a paper describing the
results of benchmarks he had run
on both VMS and Berkeley UNIX.
These benchmarks showed
several severe performance prob-
lems with the UNIX system for the
VAX. Setting his future plans
aside for several months, Joy
systernatically began tuning up
the kernel. Within weeks he had
a rebuttal paper written showing
that Kastan's benchmarks could
be made to run as well on UNIX as
they could on VMS. Rather than
continue shipping 4 BSD, the
tuned up system with the addition
of Robert Eiz's auto configuration
code was released as 4.1 BSD in
June, 1981. Over its two-year
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lifetime about 400 distributions
were shipped.

4.2 BSD

With the release of 4.1 BSD,
much of the furor over perfor-
mance died down. DARPA was
sufficiently satisfied with the
results of the first contract that a
new two-year contract was
granted to Berkeley with funding

With the release of
4.1 BSD, much of
the furor over
performance died

down.

almost five times that of the
original. Half of the money went to
the UNIX project. the rest to other
researchers in the Computer
Science department. The contract
called for major work to be done
on the system so the DARPA
research community could better
do its work,

Based on the needs of the
DARPA community, goals were
set and work began to define the
modifications to the system. In
particular, the new system was
expected to include a faster
file systemn that would raise
throughput to the speed of
available disk technology, would
support processes with multi-
gigabyte address space require-
ments, would provide flexible
interprocess communication
facilities that would allow re-
searchers to do work in
distributed systems, and would
integrate networking support so
that machines running the new

system could easily participate in
the ARPAnet.

To assist in defining the new
system, Duane Adams, Berkeley's
contract monitor at DARPA,
formed a group known as the
"'steering committee” to help
guide the design work and ensure
that the research community’'s
needs were addressed. This com-
mittee met twice a year between
April, 1981 and June, 1983, and
included Bob Fabry, Bill Joy,
and Sam Leffler of the University
of California at Berkeley: Alan
Nemeth and Rob Gurwitz of Bolt,
Beranek. and Newman; Dennis
Ritchie of Bell Laboratories;
Keith Lantz of Stanford Uni-
versity: Rick Rashid of Carnegie-
Mellen University; Bert Halstead
of Massachusetts Institute of
Technology: Dan Lynch of The
Information Sciences Institute;
Duane Adams and Bob Baker of
DARPA: and Jerry Popek of the
Unlversity of California at Los
Angeles. Beginning in 1984, these
meetings were supplanted by
workshops that were expanded to
include many more people.

An initial document pro-
posing facilities to be included in
the new system was circulated to
the steering committee and other
people outside Berkeley in July,
1981. sparking many lengthy
debates. In the Summer of 1981,
I becamne involved with the project
and took on the implementation of
the new file system. During the
summer, Joy concentrated on im-
plementing a prototype version of
the interprocess communication
facilities. In the Fall of 1981, Sam
Leffler joined the project as a full-
time staff member to work with
Bill Joy.

When Rob Gurwitz released
an early implementation of the
TCP/IP protocols to Berkeley, Joy
integrated it into the system and
tuned its perforrnance. During this
work, it became clear to Joy and
Leffler that the new system would
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need to provide support for more
than just the DARPA standard
network protocols. Thus, they
redesigned the internal structur-
ing of the software, refining the
interfaces so that muitiple net-
work protocols could be used
simultaneousiy.

With the Internal restructur-
ing completed and the TCP/IP
protocols Integrated with the
prototype IPC facilities, several
simple applications were created
to provide local users access
to remote resources. These pro-

grams, rcp. rsh, rlogin,. and rwho.

were intended to be temporary
tools that would eventually be
replaced by more reasonable
facilities (hence the use of the
distinguishing r prefix). This
system, called 4.la, was first
distributed in April. 1982 for local
use; it was never intended that it
would have wide circulation,
though bootleg copies of the
system proliferated as sites grew
impatient waiting for the 4.2
release.

The 4.1a system was ohsolete
long before it was frozen.
However, its construction and
feedback from users provided
valuable information that was us-
ed to create a revised proposal for
the new system called the "'4.2
BSD System Manual®, This docu-
ment was circulated in February,
1982 and contained a concise
description of the proposed user
interface to the system facilities
that were to be part of 4,2 BSD.

Concurrent with the 4.la
development, 1 completed the
implementation of the new file
svstem. and by June of 1982 had
fully integrated it into the 4.la
kernel. The resulting system was
called 4.1b and ran on only a few
select development machines at
Berkeley. Joy felt that with signifi-
cant impending changes to the
system. it was best to avoid even
a local distribution, particularly
since it required every machine’s

40 UNIX REVIEW JANUARY 1985

file systems to be dumped and
restored to convert from 4.1a to
4.1b. Once the file system proved
to be stable, Leffler proceeded to
add the new file system-related
system calls, while Joy worked on
revising the interprocess com-
munication facilities.

In late Spring 1982, Joy
announced he was joining Sun
Microsystems. Over the summer,
he split his time between Sun and
Berkeley, spending most of his
time polishing his revisions to the
interprocess communication
facilities and reorganizing the
UNIX kernel sources to isolate
machine dependencies. Pauline
Schwartz was hired to take over
the distribution duties. David
Mosher was hired as a technical
manager to resolve problems from
users in the field and to handle
ordering, installation, and run-
ning of the project’'s hardware.

With Joy’s departure. Leffler
took over responsibility for com-
pleting the project. Certain
deadlines had already been
established and the release had
been promised to the DARPA
community for the Spring of 1983.
Given the time constraints, the
work remaining to complete the
release was evaluated and
priorities were set. In particular,
the virtual memory enhance-
ments and the most sophisticated
parts of the interprocess comn-
munication design were relegated
to low priority (and later shelved
completely). Also, with the im-
plementation more than a year old
and the UNIX community's ex-
pectations heightened, it was
decided an intermediate release
should be put together to hold peo-
ple until the final system could be
completed. This system. called
4.1c. was distributed in April,
1983; many vendors used this
release to prepare for ports of 4.2
to their hardware,

In June, 1983, Bob Fabry
tumed over administrative control

of the project to Professors
Domenice Ferrari and Susan
Graham to begin a sabbatical free
from the frantic pace of the
previous four years. Leffler con-
tinued the completion of the
system. implementing the new
signal facilities, adding to the
networking support. redoing the
standalone [/O system to simplify
the installation process, in-
tegrating the disk quota facilities
from Robert Elz, updating all the
documentation. and tracking the
bugs from the 4.1lc release. In
August, 1983, the system was
released as 4.2 BSD.

When Leffler left Berkeley for
Lucasfilm following the comple-
tion of 4.2, he was replaced by
Mike Karels. Karels's previous
experience with the 2.9 BSD soft-
ware distribution provided an
ideal background for his new job.
The popularity of 4.2 BSD was im-
pressive; within 18 months, more
copies of 4.2 BSD had been ship-
ped than of all the previous
Berkeley software distributions
combined.

As with 4 BSD, commentary
of the vociferous critics was quick
in coming. Most of the complaints
indicated that the system ran teo
siowly. The problem, not surpris-
ingly, was that the new facilities
had not been tuned and that many
of the kernel data structures were
not well suited to their new uses.
Karels' first year on the proiect
was spent tuning and polishing
the system. An anticipated release
of the polished system early in
1985 is expected to quell many of
the performance complaints —
much as the 4.1 BSD release quell-
ed many of the complaints about
4 BSD.

After completing my Ph.D. in
December 1984, 1 joined Mike
Karels on the project. We hope
that other researchers will con-
tinue to share their work with
Berkeley. By incorporating the
work of other researchers




f‘ [ X‘ Ef l BERKELEY UNDERGROUND

uniformly into the UNIX system at
Berkeley. we can continue to offer
the UNIX community a widely
available state-of-the-art UNIX
system.

ACKNOWLEDGEMENTS

I thank Bill Joy. Sam Leffler,
Eric Allman, and Professors Bob
Fabry. Richard Fateman, and
Domenico Ferrari for providing
the historical information pre-
sented in this article. Unfortunate-
Iy, space constraints prevent me

from describing the enormous
amount of work that went into the
user level software. I thank those
people whose accomplishments
have not been mentioned. but
nevertheless have contributed
much to the system’s vitality.
For the last five years, I have
been supported by the National
Science Foundation under grant
MCS80-05144, and the Defense
Advance Research Projects Agen-
cy (DoD} under ARPA Order No,
4031 monitored by Naval Elec-

tronic System Command under
Contract No. NOOO39-82-C-0235,

Kirk McKusick is involved in
the development of Berkeley UNIX
as a Research Computer Scientist for
the Computer Systems Research
Group at the University of Celifor-
nia. While a graduate student, he im-
plemented the fast file system
distributed on 4.2 BSD and worked
on the Berkeley Pascal systemn. ll

|
|
|
|
|
i

It was 2 am and [ was lying

i face down on the floor in Cory

Hall, the EECS building on the UC
Berkeley campus, waiting for Bob

- to finish inatalling our bootleg
;. copy of the UNIX kernel. If suc-
! cessful, new and improved ter-

minal drivers we had written

would scon be up and running.
We were enhancing the
system in the middle of the night
because we had no official sanc-
tion to do the work. That didn't
stop us, though, since UNIX had
just freshly arrived from Bell Labs,

! where computer security had

never been an issue. The system
was now facing its first acid test —
exposure to a group of intelligent,
determined students — and its
security provisions were falling
with regularity.

[ was lying face down because

I'd gone without sleep for over two

days. and the prone position

somehow seemed the most logical
under the circumstances. Bobwas

still working because he'd nappcd
not 30 hours before, giving him _
seniority under the *“Hacker-best-

able-to-perform™ rule of our infor-

ar—

Notes from
the underground

by Doug Merrltt

with Kent Arnoid and Bob Toxen

B

" Interested I i fomputers and n

nated ‘us; we lved for the high °
- levél of Intellectual stimistation b
‘only hacklig tould” providq
Although

' expressed an interest in breaklng

Co= &‘- a-uf?;gwm% -‘B-::r-} ’):,yi.. g P

mal ardcr ‘We ml,ght i;ave caned
eur group “‘Berkeley Underpad-
uate Programmers Tor a Better
UNIX", of, less cuphemlaﬂcnny.‘

*"Frustrated Hackers for Our Own

ii ‘n“

Ideas™. But, in truth, ourgroupj

was never named. It was slmply a

matter of Us versus Them.
-**Them” was the bureaucracy

~ the school ddministrators, the

system administrators, most pro-

fessors, some grad students, and
even the legendary Implementors
themselves at Bell Labs. L

“Us™. was & small, ae!l'-
selected group of undergraduates
with a passion for UNIX. We were 4

Secﬁmsc liiasci-

aomemom'g?roupncv

computcr securlty".,,otherq
vested thousands of fruitful hours
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out of trouble, although one of our
rank once had his phone records
subpoenaed by the FBl — after a
minor incident with a Lawrence
Livermore National Laboratory
computer. The Feds seemed to
think our comrade had been did-
dling with top secret weapons
research, but he actually hadn’t.
Our group could probably
best bhe characterized by its in-
terest in creating and using power-
ful software. regardless of the
source of the idea. Our battle
cry. thanks to Ross Harvey, was
“FEATURESII, and we took It
seriously. Well, Ross may have
been a little sarcastic about it,
since he was referring to super-
fluous bells and whistles. But I
used the expression as shorthand
for “‘elegant. powerful, and flexi-
ble”. We were always bugging
Them to add *“just one more
feature™ to some utility like the
shell or kernel. Although They ac-
cepted some suggestions, They
didn't think twice about most.
One example stands out. In
early 1977, Ross, Bob, and [ spent
months collaborating on a new
and improved shell, just before
Bill Joy had started on what is
now known as the C shell. The
most historically significant
features we designed were Ross's
command to change the shell's
prompt, Bob’s command to print
or chdir to the user's home direc-
tory. and my own edit feature,
which allowed screen editing and
re-execution of previous com-
mands. What we did was smaller
in scope than what Bill later in-
cluded in the C shell. but to Us it
was unarguably better than what
was then available. We ceased
work on our projects only when it
became clear that Bill was
developing what would obviously
becorne a new standard shell. Qur
energies then were re-focused on
persuading him to include our
ideas. Some of our features

ultimately were incorporated,
some weren't,
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We modified the kernel to
support asynchronous /O, distri-
buted files, security traces, *'real-
time” interrupts for subprocess
multitasking, limited screen
editing, and various new system

It was simply a
matter of Us versus
Them.

calls. We wrote compilers, ass-
emblers, linkers. disassemblers,
database utilities. cryptographic
utilities, tutorial help systems,
games, and screen-oriented ver-
sions of standard utilities. User
friendly utilities for new users that
avoided accidental file deletion,
libraries to support common
operations on data structures
such as lists, strings, trees, sym-
bol tables, and libraries to perform
arbitrary precision arithmetic and
symbolic mathematics were other
contributions. We suggested im-
provements to many system calls
and to most utilities. We offered to
fix the option flags so that the dif-
ferent utilities were consistent
with one another.

Te Us, nothing was sacred,
and We saw a great deal in UNIX
that could stand improvement.
Much of what We implemented, or
asked to be allowed to implement,
is now a part of System V and 4.2
BSD; others of our innovations are
still missing from all versions of
UNIX. Despite these accom-
plishments, it seemed that
whenever We asked The Powers
That Be to install Our software
and make it available to the rest of
the system’s users, We were
greeted with stony silence.

Fred Brooks, in The Mythical
Man-Month, describes the NIH
{Not Invented Here} Syndrome.

wherein a group of people will
tend to ignore ldeas originated
outside their own social group.
However, there was a stronger
force at work at Berkeley, where
a certain social stratification
prevails that finds Nobel Lau-
reates and department chairs
ranking as demigods, professors
functioning as high priests,
graduate students considered as
lower class citizens, and under-
graduates existing only on suf-
ferance from the higher orders —
and suffered very little at that.
Now, the individuals cannot be
blamed for what is, in essence, an
entire social order. But this is not
to say that we did not hold it
against them — for we most
assuredly did. Unfortunately, it
took time for us to appreciate the
difficulties of Fighting City Hall.

This is why We were
frustrated. This is why We felt We
HAD to break security. Once We
did, We simply added Our features
to the system, whether The
Powers That Be liked it or not.
Needless to say, They didn't. This
is why We felt like freedom
fighters, noble figures even when
found in the ignoble position of ly-
ing face down on the floor of Cory
Hall at two in the morning.

We were on a mission that
morning to install our new ter-
minal driver. With the old, stan-
dard terminal driver, the screen
gave you no indication that the
previous character had been
deleted when you pressed the
erase character. You had to accept
it on faith. This remains true on
many UNIX systems today. Most
people on Cory Hall UNIX chang-
ed their erase character to
backspace so that later characters
would overwrite the erased ones,
but even that was not sufficient.
This was especially true when
erasing a backslash, which
counter-intuitively required two
erase characters. We wanted the
system to show that the character

Continued to Page 108




.

f‘ {I‘ Ef l BERKELEY UNDERGROUND

Continued from Page 44

was gone by blanking it out, We
also wanted the Iline-erase
character to display a blanked-out
line. Some UNIX systems such as
4.2 BSD and System V now sup-
port this, but it was not then
available anywhere under UNIX
Version 6.

Bob and I had argued,
somewhat sleepily. for hours as to
the correct method of erasing
characters, and Bob had started
putting our joint design into effect
just as I collapsed on the floor for
**a short nap''. I awoke around
dawn to find Bob asleep over the
terminal. When he woke up. he
said he was pretty sure he'd finish-
ed the job before falling asleep, but
neither of us had enough energy
to check. It was time for food and
14 hours of sleep.

When we finally checked our
handiwork the next day, we found
some serious flaws in the im-
plementation — not an uncom-
mon situation with work perform-
ed under extreme conditions. But
the system was up and running,
and although the new features
were flawed, they didn’t seem to
cause any problems, so we forgot
about it for the time being. A week
later, I was consulting in Cory —
we all offered free programming
help to other students in the time-
honored tradition of hackers
everywhere — when Kurt Schoens
called me over to the other side of
the room.

“Hey Doug,” he said. "'Look at
this. It iooks like someone tried to
put character deletion into the ter-
minal drivers, but only half finish-
ed.”

My heart raced. Did he

suspect me? Or was he just chat-
ting? 1 could never tell whether
Kurt was kidding; he had the most
perfect poker face I had ever seen.
But he quickly made the question
acadernic, and proved again that
he was one of Them.

*] showed this to Bill, and he
wanted to fix it”, Kurt said. “'Oh,
really?” | stammered. "Sounds
good to me,” thinking that it was
a real stroke of luck that Bill Joy
would be interested in the half-
completed preject. If Bill finished
it, then it would be in the system
on legitimate grounds. and would
stay for good.

Kurt paused for effect. *'Yeah,
he was all fired up about it, but I
talked him out of it, and I just
deleted it from the system in-
stead.”

Oh, cruel fate! Kurt must
know that I was involved; he just
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wanted to see me jump when he
said "‘boo!™

Although I'm sure Kurt
thought the whole incident very
funny. all I could think of was that
yet another of my features had
gone down the drain. 1 discussed
this latest setback with others in
the group. and we shared a sense
of frustration. More than ever
before, we were determined to get
our contributions accepted
somehow.

Kurt was both a graduate stu-
dent and a system administrator,
but I liked him all the same —
chiefly because of his practical
jokes. We had recently cooperated
in a cpontanecus demonstration of
Artificial Intelligence at the ex-
pense of an undergraduate named
Dave who had joined Them as a
system administrator. Dave had
watched Kurt as he typed pwd to
his shell prompt and received
usr/kurt/mind as the response.
His next command had been
mind -i -1 english . During all this
time, Kurt was double-talking
about psychology and natural
language processing and some
new approach to simulating the
human mind that he’d thought of.
Dave looked dubious, but was will-
ing to see how well Kurt's pro-
gram worked.

What Dave didn't realize was
that Kurt had not been typing
commands to the systermn at all;
although we were sitting not 10
feet apart, Kurt and I had been
writing to each other and chatting
for half an hour. and as a joke I
had been pretending I was Kurt's
shell. sending him prompts and
faking responses to commands.
Dave had walked in at just the
right time. Sco when Kurt typed
mind -i -1 english ., [ had natural-
ly responded with:

“Synthetic Cognition System, ver-
sion 17.8”
Interactive mode on,

L anguage = english”
“Please enter desired conversational

topic: (default:philosophy)”

Dave couldn’t help looking a little
impressed: Kurt's “artificial in-
telligence’™ system was off to a
great start. Kurt had talked to his
budding mind for several minutes,
and Dave of course had grown
more and more impressed. Kurt
and I faced the greatest challenge
of our lives in keeping a straight
face during the demonstration,
but we eventually made the
mistake of making the mind
altogether TOO smart to be
believable, in effect sending Dave
off to tackle more serious work.
There was one practical joke
that was notable for the length of
time it was supported by the en-
tire group. The target was system
administrator Dave Mosher. Dave
had been suspicious of bugs in our
system's homebrewed terminal
multiplexer for some time. Ross
decided to persecute Dave by hav-
ing randem characters appear on
his screen from time to time,
which of course convinced Dave
that the terminal multiplexer did
indeed have problems. To help
Ross with the prank, each of us
sent Dave some garbage char-
acters at random intervals
whenever any one of us was on the
system. We had settled on the let-
ter 'Q"’ so that Dave would be sure
it was always the same bug show-
ing the same symptom. Since
Dave had these problems no mat-
ter which terrinat he was on, day
or night. no matter who else was
logged onto the system, he was
positive there was a problem, and
he spent much time and effort try-
ing to get someone to fix it,
Unfortunately for Dave, he
was the only one who ever saw
these symptoms, so everyone
thought he was a little paranoid.
We thought it was pretty funny at
first, but after a few months of
this, it seemed that Dave was real-
ly getting rattled, so one day Ross
generated a capital Q" as big as
the entire terminal screen and
sent it to Dave's screen. This made
it pretty obvious to poor Dave that
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someone, somehow, really had
been persecuting him, and that he
wasn't paranoid after all. He had
an understandably low tolerance
for practical jokes after that.

The numercus practical jokes
we played were probably a reac-
tion to the high level of stress we
felt from our ongoing illicit opera-
tions: it provided some moments
of delightful release from what
was, at times, a grim battle. There
were many secret battles in the
war: if Qur motto was "‘Features!",
Theirs was ‘'Security for Securi-
ty's Sake™ and the more the bet-
ter. We were never sure how long
our victories would last; on the
other hand, They were never sure
whether They had won. The war
lasted almost three years.

We were primarily interested

in the EECS department's PDP
11/70in Cory Hall, since that was
the original UNIX site and con-
tinued to be the hotbed of UNIX
development, but We “‘collected”
all the other UNIX systems on
campus, toc. One peculiar aspect
of the way the Underground had
to operate was that we rarely
knew the root password on
systems to which we had gained
superuser access. This is because
there were easier ways to get into.
and stay into, a system than
guessing the root password. We
tampered, for instance, with the
su program so that it would make
someone superuser when given
our own secret password as well
as when given the usual root
password, which remained
unknown to us. [n the early days.
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one system administrator would
mail a new root password to all the
other system adrmninistrators on
the system, apparently not realiz-
ing that we were monitoring their
mail for exactly this kind of securi-
ty slip. Sadly, they scon guessed
that this was not a good pro-
cedure, and we had to return to
functioning as ‘‘password-less
superusers’’, which at times could
be a bit inconvenient.

Late one night on Cory Hall
UNIX, as | was using my il
legitimate superuser powers to
browse through protected but in-
teresting portions of the system, |
happened to notice a suspicious-
looking file called usr/adm/su.
This was suspicious because there
were almost never any new files in
the administrative usr/adm direc-
tory. If I was suspicious when 1
saw the filename, 1 was half
paralyzed when | saw it contain-
ed a full record of every command
executed by anyone who had
worked as superuser since the
previous day. and [ was in a full
state of shock when [ found, at the
end of the file, a record of all the
commands that I'd executed dur-
ing my current surreptitious ses-
sion, up to and including reading
the damning file.

It took me perhaps 10 min-
utes of panic-stricken waorry before
I realized that I could edit the
record and delete all references to
my illicit commands. I then im-
mediately logged out and warned
all other members of the group.
Since nothing illicit ever appeared,
the systermn administrators were
lulled inte a sense of false securi-
ty. Their strategy worked brilliant-
ly for us. allowing us to work in
peace for quite a while before the
next set of traps were lald.

The next potential trap |
found was ancther new file in
/usr/adm called password, that
kept track of all unsuccessful at-
tempts to login as root or to su to
root, and what password was used

——
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in the attempt. Since none of us
had known the root password for
months and therefore weren’t go-
ing to become superuser by any-
thing as obvious as logging in as
root, this wasn’'t particularly
threatening to us, but it was very
interesting. The first few days that
we watched the file it showed
attempts by legitimate system ad-
ministrators whe had made
mistakes of various sorts. One of
Them once gave a password that
We discovered, through trial and
error, to be the root password on
a different systemn. Several of
Them gave passwords that seem-
ed to be the previous root
password. Most of them were
misspellings of the correct root
password. Needless to say. this
was a rather broad hint, and it

took Us less than five minutes to
ascertain what the correct spelling
was.

One might think that. since
we had several ways to become
superuser anyway. it wouldn’t
make any real difference whether
or not we knew the actual root
password as well. The problem
was that our methods worked on-
ly so long as nothing drastically
changed in the system: the usual
way that They managed to win a
battle was to backup the entire
system from tape and recompile
all utilities. That sometimes set Us
back weeks. since it undid all of
our “'backdoors’ into superuser-
dom. forcing us to start from
ground zero on breaking into the
system again. But once we knew
the root password. we could

always use that as a starting place.

We worked very hard to stay
one step ahead of Them, and we
spent most of our free time
reading source code, in search of
either pure knowledge or another
weapon for the battle. At one time.,
I had modified every single utility
that ran as superuser with some
kind of hidden feature that could
be triggered to give us superuser
powers. Chuck Haley once sent a
letter to Jeff Schriebman com-
menting that he ""had even found
the card reader program’ to show
signs of tampering. [ thought that
I had disguised it well, but it was
extremely difficult to keep things
hidden from a group of system ad-
ministrators who were not only
very intelligent. but also highly
knowledgeable about the inner
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workings of UNIX. As an indica-
tion of the caliber of the people we
were working against, I should
note that Chuck Haley is now a
researcher at Bell Labs: Bill Joy
is VP of Engineering at Sun Micro-
systems: Kurt Schoens is a re-
searcher at IBM; Jeff Schriebman
is founder and President of
UniSoft: and Bob Kridle, Vance
Vaughn, and Ed Gould are
founders of Mt. Xinu.

This was an unusual situa-
tion; systern administrators are
not usually this talented. Qther-
wise, they'd be doing software
development rather than admin-
istration. But at the time, there
was no one else capable of doing
UNIX system administration.

As a result, we had to move
quickly, quietly, and cleverly to
stay ahead, and planting devious
devices in the midst of standard
software was our primary tech-
nigue. Normally trusted programs
which have been corrupted in this
way are called "“Trojan Horses™,
after the legend of the Greeks who
were taken in by a bit of misplaced
trust. One of our favorite tricks for
hiding our tracks when we modi-
fied standard utilities was the
diddlei program. which allowed
us to reset the last change time on
a modified file so that it appeared
1o have been unchanged since the
previous year. Bob modified the
setuid system call in the UNIX
kernel so that, under certain cir-
cumstances, it would give the pro-
gram that used it root privileges.
The *'certain circumstances' con-
sisted simply of leaving a capital
"'5" {for Superuser) in one of the
machine’s registers. Bob was bold
enough to leave this little feature
in the system's source code. We
usually put our Trojan Herses in
the system executables only — to
decrease the chance of it being
noticed. But Bob took the chance
so that the feature would persist
even if the systemn were recompil-
ed. Sure enough, it lasted for
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several months and through more
than one system compilation
before Dave Mosher noticed it [un-
doubtedly with a sense of shock)
as he was patiently adding com-
ments to the previously un-
documented kernel.

This sort of battling continued
for several years, and although
They were suspicious of most of
Us at one time or another, none of
Us was ever caught red-handed. It
undoubtedly helped that we never
performed any malicious acts. We
perhaps flouted authority, but we
always enhanced the system's
features. We never interfered with
the system's normal operation.,
nor damaged any user's files. We
learned that absolute power need
not corrupt absolutely; instead it
taught us restraint.

This is probably why we were
eventually accepted as members
of the system staff, even though
by then several of Us had confess-
ed to our nefarious deeds. Once we
were given license to modify and
improve UNIX, we lost all motiva-
tion to crack systein security. We
didn't know it at the time, hut this
has long been known to be one of
the most effective ways of dealing
with security problems: hire the
offenders, so that there is no more
Us versus Them. but simply Us.

It worked well in our case;
under the auspices of the System
Development and Research
Group, created by the ever-
industrious Dave Mosher, we went
happily to work on UNIX develop-
ment. The development of UNIX
at Berkeley. always fast-paced,

exploded once everyone — in-
cluding undergraduates — were
participating.

The only fly in the ointment
was the introduction a short while
later of UNIX Version 7. While it
was a vast improvement in many
ways over the Version 6 that we
had been working with, most of
the enhancements we had
developed were lost in the

changeover. Some were re-
implemented under Version 7 by
those of the group who remained
at Berkeley, but by then many of
us were leaving school, and the
impetus behind our ideas left with
us.

Ken Arncld is, perhaps, the
most famous of our original group.
He stayed at Berkeley longer than
any of the rest of us, and became
well known for such contributions
as Termlib, curses. fortune, Mille
Bourne, and of course his co-
authorship of Rogue. But some-
how it seemed a Pyrrhic victory
even for Ken: much of his best
work in the early years never saw
the light of day.

We could not help but feel
that we had passed through a sort
of Dark Age for UNIX develop-
ment, and even with the
Renaissance in full bloom, We
ponder what might have been,
and bewail the features that UNIX
will now never have.

Doug Merritt became one of the
earliest UNIX users outside Bell
Laboratories while attending UC
Berkeley in 1976. He helped to debug
termeap and contributed to the
development of vi and curses. Mr.
Merritt now works as a consultant
in the San Francisco Bay Area.

Bob Toxen is @ member of the
technical staff at Silicon Graphics,
Inc., who has gained a reputation as
a leading expert on uucp com-
munications, file system repair and
UNIX utilities. He has also done
ports of System IIl and System V
to systems based on the Zilog 8000
and Motorola 68010 chips.

Best known as the author of
curses and co-author of Rogue, Ken
Arnold was also President of the
Berkeley Computer Club and the
Computer Science Undergraduates
Association during his years at UC
Berkeley. He currently works as a
programmer in the Computer
Graphics Leb at UC San Francisco
and serves as @ member of the UNIX
REVIEW Softiware Review Board. @
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IN THE BEGINNING, THERE
WAS MULTICS

Muitics, in some ways UNIX's
predecessor, was a huge project, a
combined effort of three of the
largest computing centers of the
day. All three principles — Bell,
GE. and MIT, had already done
operating systems. even time-
shared systems, before, and
following Fred Brooks' Second
System Syndrome, it was felt
Multics was going to solve all the
problems of its predecessors.
Ultimately, the project proved to
be too late and Bell dropped out,
leaving Ken Thompson. Dennis
Ritchie, and Rudd Canaday with-
out a timeshared system to play
with.

So they set about building an
operating systern of their own.

So until this point, time-
sharing systems had only been
developed for big machines
costing hundreds of thousands
of dollars. It was unlikely that
Computer Research was going to
get another investment of that sort
out of Bell so soon after Multics.
In any event. Thompson. Ritchie,
and Canaday weren't particularly
interested in werking on another
large scale project. so they set
their sights on obtaining a
minicomputer on which to build a
timesharing system they could
use as a program development en-
vironment. They wanted the kind
of flexibility and power they had
worked toward in Multics, without
incurring the expensive rings of
protection and interlocks.

The project was short on
computing power, though. With
only a PDP-7 to work on, the
researchers yearned for another
machine — preferably a VAX
11/20. To get the necessary funds
for a new machine, though, it was
clear they would first need to find
an application.

Fortunately, the Bell Labs’
Legal Department — which was
close at hand to Thompson and
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Ritchie’'s Murray Hill office — was
looking for a word processing
systern at about this time. A
paper-tape system for an old
Teletype machine was under
consideration.

With a bit of salesmanship,
Thompson and Ritchie got the
legal team interested in a UNIX-
supported system. It proved to be

The combination of
program
development and
word processing
was to have
serendipitous
effects.

a momentous deal. The UNIX proj-
ect got the machine it needed and
the legal depariment got the word
processing system it wanted —
along with some rather impressive
local support.

A number of important bar-
riers thus were crashed. First, the
business side of Bell Labs, general-
ly held at arm’s length by the peo-
ple in Research, got a healthy dose
of Research assistance. More im-
portantly for UNIX users, Thomp-
son and Ritchie got their first live
customer. UNIX word processing
suddenly had to be usable by
secretarial staff as well as by pro-
gramming staff. The changes
made to accomplish this transi-
tion were to have serendipitous
effects as UNIX evolved.

Richard Haight, now AT&T
Beil Labs Supervisor of Video
Systems Software (a UNIX appli-

cation), had his first exposure to
UNIX at about this time. As he
remembers it, "'l came across Ken
Thompson by accident and wanted
to do some software development
on a PDP-11. He said he had a
machine 1 could use but that it
didn't run on a DEC operating
systemn. I had lots of exposure to
timesharing systems and it was
pretty obvious that this was
superior in many ways.

"It was uphill in the begin-
ning. The fact that it was
homegrown in the Labs didn't cut
anything with the people that |
was working with at that time.
They went and visited Ken and
Dennis in their sixth-floor attic at
Murray Hill and all they saw was
hardware laying all over the floor
and a bunch of guys in T-shirts
and sneakers. It wasn't the sort of
place that would warm the heart
of a manager who had been
brought up in a traditional data
processing environment. It really
was the ‘two good guys in a
garage’ kind of syndrome except
that they happened to be in an
attic.

“That first time I met Ken
Thompson, he had a small book-
shelf, maybe 2 1/2 feet long, above
an old Teletype Model 37 terminal.
On the shelf were hardware
manuals from Digital Equipment
for the PDP-11. occupying maybe
five inches, and the rest of the
shelf was nothing but chess
books. I think Thompson will tell
you himself that he developed
UNIX as a good place to develop
chess programs. It turns out that
it's everybody else's idea of where
and how to develop programs
too.”

Haight has had many years of
experience in the Bell Labs
environment. Before moving to
his current post, he served as
part of the UNIX Support group
and the PWB (Programmer's
Workbench) development group.
He believes that the environment







